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Digital Food Safety System Committee

Council/lssue: 2020_11_021
* Charges:

1. ldentifying best practices, existing guidance documents, and research that relate to the use
of digital food safety management systems including digital temperature monitoring
equipment.

2. Developing a guidance document for food establishments and regulatory authorities that
establishes General Best Practice Guidelines for Digital Food Safety Management Systems
including digital temperature monitoring equipment.

3. Determining appropriate methods of sharing the committee's work, including but not limited
to a recommendation that a letter be sent to FDA requesting that the Food Code, Annex 4
(Management of Food Safety Practices - Achieving Active Managerial Control of
Foodborne lliness Risk Factors), Annex 2 (References, Part 3-Supporting Documents) be
amended by adding references to the new guidance document as well as any existing
guidance documents that the committee recommends, and the posting of information on
the CFP website.

4. Reporting the committee's findings and recommendations to the next Biennial Meeting of
the Conference for Food Protection.

* Members:
* 21 Voting (11 Industry, 7 Reg, 1 Consumer, 1 Academic)
+ 15 At Large
+ 3 Federal Consultants (FDA, CDC, USDA)
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Accepted by the Assembly of Delegates at the CFP 2023 Biennial Meeting

Prepared by the Digital Food Safety System Committee
2021 - 2023 Conference for Food Protection

General Best Practice Guidance for
Food Establishments and Regulatory Authorities
for Digital Food Safety Management Systems
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A. Introduction and Scope

The use of Digital Food Safety Management Systems (DFSMS) within the retail food industry,
reguiated by the Food and Drug Administration (FDA), continues to gain widespread interest,
acceptance, and use. M&dwﬂsswﬂmmmbuwnﬂ-mm
ndustry as ‘more readily avadable. As
mmummwmmmmwmmmmm
associated with traditonal food safety management systems with digital documentation. Recent

EDA Risk Factor study results have shown that utilizing a robust management system leads 1o a
reducton in food safety nsk factors

An«wsedcmoooeﬂolaDFSMS DWTwmme(DTME)m
mprove This technology
allows more accurate, rekiable, w\deﬁwﬂ"‘*""‘

safety and quality improvements. AsDFSMSmdDTMEbewmmwnmnmemai
food industry, the visibiity, that these systems and
wammwmmmmimmqmumn

This guidance will outline food safety specific o the
and use of technology in food retail. Best practices provided in this document serve as a

o make msk-reducbon mmmﬁmmumma
food safety system and that they have identified
and addressed Principles 1,2 and 3 as referenced in Annex 4 of the most recent

wversion of the U.S. FDA Model Food Code
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Introduction & Scope SrEe te&

*  FDA Risk Factor Study results recommend the use of robust
management systems

+ Use of Digital Food Safety Management Systems (DFSMS) continue Food Safety Management Systems

to gain widespread acceptance and use

* Foundational guidance for the collection or accurate, consistent and
reliable data

« DFSMS provide access to data points that are hard to gather in
paper-based management systems

o o ) Procedures Training Monitoring
+ Digital Temperature Monitoring Equipment (DTME) allows more Defined acrions Oroeess of Routine
accurate, reliable and efficient food and equipment temperature adopred by educating observarions/
control management employees on measuraments
«  This document has been written with the assumption that a food retail accuniEEiEhlng r;?g;?g:? L ?TE:EEEHE
establishment has a food safety management system and that they - Task m and how 1o procedures
have identified and addressed HACCP Principles 1, 2 and 3 as minimize food implement are being
referenced in Annex 4 of the most recent version of the U.S. FDA safery risks them carried out

Model Food Code.

Fast Food [y Full-Service O T ———
Restaurants FSMS Restaurants F5MS FSMS

meragedotowot . B
comliance iiems A
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+ Digital Food Safety Management Systems (DFSMS):

« Interactive digital/electronic archive to store and analyze data
that supports the FDA definition of FSMS

» Ongoing control, monitoring, and record keeping of specific
procedures intended to control foodborne iliness risk factors

* Isintended to enable a proactive approach to controlling real-
time operational risk factors

* Includes active user-based interactions, real-time feedback,
generates reports

« Digital Temperature Monitoring Equipment
(DTME);
* Automated purpose-built temperature measuring devise(s)
» Captures and stores data and connects to a DFSMS

« Capable of alerts and reports

«  Software:

* The total set of programs, rules, and any documentation used to
support the operation of technology-based system
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Prerequisites Be sure. te&

+ DFSMS hardware and software should be designed to meet the
goals of an established Risk Control Plan that includes:

 HACCP Principles 1, 2 and 3 as referenced in Annex 4 of the most
recent version of the U.S. FDA Model Food Code.

* DFSMS should be utilized as a supporting aspect to HACCP
Principles specifically:
» Principle #4: Establish Monitoring Procedures

* Principle #5: Establish Corrective Actions - implementation of the corrective
action specifically

* Principle #6: Verification/Sharing for equivalency for regulatory checks

* Principle #7: Record keeping procedures and documentation

* Appropriate training, roles and responsibleness defined
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Digital Food Safety System Inputs Be sure. teg

- Digital Food Safety System Equipment (DFSSE):

* Purpose built stationery and handheld measurement tools
capable of collecting, storing and transmitting data into software

* Must meet design and placement characteristics in Chapter 4 of
the most recent version of the U.S. FDA Model Food Code and
meet or exceed NSF Standard 2 - Food Equipment or equivalent.

« Stationary Monitoring Device:

* Purpose built devices permanently or semi-permanently affixed,
mounted, installed, attached to equipment or surface using food
grade mounting/installing materials, maintained free of
accumulated soill,

» If/when there is no device display, access to the data should be
easily accessible/viewable

*  Must meet the requirements of the U.S. FDA Model Food Code 4-
204.112 Temperature Measuring Devices.
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Digital Food Safety System Inputs (Cont.)

DFSSE Accuracy:

Must meet the most recent version of the U.S. FDA Model Food Code 4-
203.11 & 4-203.12.

Handheld + 2°F (+ 1°C)
Stationary + 3°F (+ 1.5°C)
If/when a handheld or stationary temperature device does not have a

display; the operator should be able to easily demonstrate/record the
reading/actual monitored temperature (value) for review and record.

DFFSE Functionality:

System operation functionality are recommended to be conducted
to verify that DFSMS, DFSSE and DTME are operating as
intended.

Records of software and equipment functionality verification be
maintained and readily available.
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Data and System Infrastructure S te&

 DFSMS Data:

» Data are measurement values and active user inputs

Examples: Digital checklists, quality and safety measurements (Temperature,
pH, TPM, PPM, Humidity, Time, etc.)

+ Data points are permanent and stored sequentially as a time-based
progression of record

+ Changes to original data points should be identifiable
« Data may be stored locally (on-site) or virtually (cloud based),

« Data access must be readily available for use and display on-site

- DTME Data:

« Stationary, hand-held and integrated sensors are the most common

+ DTME devices should have the ability to cache/store data during
interruption(s) and the ability to send cached/stored data when connectivity is
restored.

+ Verification/Immutability:

* A DFSMS should include digital signature record(s) or other means of tracking
history of inputs.

« Correction/adjustment of data entries, should identify the person, reason and
reference to the originally captured data.
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Data and System Infrastructure (Cont.) Be sure. te&

+ Data and System Integrity and Access:

+ Data integrity and access are important to ensure accurate and reliable
data is captured

« Reasonable controls to ensure that data is not able to be altered in an
unauthorized manner and changes are captured.

* Limiting access and encryption protocols are strongly encouraged
Encryption Examples: Passwords,

Access Examples: User Management
* Manual Data Entry:
* If/when permitted Manual data entry are documented
*  Manual Back-Up:

» Best practice to support business continuity is to plan for and account
for data storage/access in the event of a DFSMS failure.
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Digital Food Safety System Outputs Be sure. te&

+ System Outputs and Notification(s): Critical

food safety range

* Include tailored notifications around programable
measurement parameters

» Best practice is to set one (or more) corrective action
iffwhen a measurement parameter is not met or achieved ad
along with time-based escalation protocols PSR

*  Output Examples: Reporting, trending, etc.

*  Nonfiction examples: Email, SMS/Text, Visual & audible
indicators, etc.

/ Email / Text (SMS) o / Dashboard

alarm@mail.food.saveris.net Equipment Monitoring

tome ¥
a1
An alarm has been detected in your system: o
——

#158 Route 50

#07 Deli Case Right Side (Deli) 5 9
Reach-in Cooler - Charlotte, NC E- Kitchen

4496 °F >= 410°F
2020-12-15 07:15 America/New_York

2020-12-15 07:15 America/New_York

\ AN NS
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DFSMS Examples Be sure. t@

Food Safety
Checks
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DFSMS Examples Be sure. te&
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Real World Test Example e alre te&

Products Studied:
Chicken Drumstick on open cooking sheet

—

-

Testo SE & Co. KGaA, Sales Prasentation — testo Saveris Food, Wireless Sensors, Dezember 2021, Vertraulichkeit 1



Real World Test Example Be sure. te&

Analysis chart EXPORT ~

m 05/26/2023 - 05/30/2023 Fw
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26. May 8:00 AM 4:00 PM 27. May 8:00 AM 4:00 PM 28. May 8:00 AM 4:00 PM 29. May 8:00 AM 4:00 PM 30. May 8:00 AM 4:00 PM

America/New_York EDT (UTC -04:00)

~#- Red Labs - Dallas, #1 - Product Simulation T2, Product temperature - Red Labs - Dallas, #2 T3-1 Drumstick On Sheet, Temperature -8 Red Labs - Dallas, #3 T3-2 Drumstick in Bag, Temperature

L Y
Avg 16 alarms
Max
Min
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Real World Test Example Be sure. te?‘é&

Analysis chart EXPORT ~
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-~ #1 - Product Simulation T2, Ti

e =+ #] - Product Simulation T2, Product temperature
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8 alarms
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DFSMS Examples

ol testo Saveris Restaurant

Dashboard

Rocuing
One selected quality control - This manth

® violation
@ Warning

OK+CA
® ok

AMC Progress Overview
5 selecied quality controls - Last 7 days

@ In progress
® Paused

@ Missed
@ Completed late
@ Completed

Testo SE & C

Hygene

One sefected quality control - This month

B ‘

Cooking Temperatures

One selected quality control - This month

24
36

1t
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@ violation
@ Warning

OK + CA
® ok

@ Violation
& Warning

OK +CA
® ok
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taurant1+rm1@gmail.com =

EDIT DASHBOARD
Utensils and Equipment
One selected quality control - This month
@ violation
@ warning
OK + CA
® oK

Holding Temperatures
One selected quality control - Last 7 days

Y R
J 140°F
Slll..
7 4 Praper Holding Temperatiires
- 4 L ] @ Waming ok+cAa @ oK




DFSMS and Risk Reduction e cure. (D)

Monitoring Procedures

» Temperatures * Guided
* Reporting * Procedures
* Alerts/Alarms » Corrective Actions

testo

Training
* On the Spot
* Documented
» Consistent
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Questions

CFP DFSMS Document Eric Moore Contact Information

powered by dot. J

Thank You
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